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Digital Enterprise. Protected.
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Your Global Partner for Information and Cybersecurity

TUVRheinland®

www.tuv.com Precisely Right.



BRESRBERTE : REMETLIR

Our complete, global cybersecurity portfolio

A 75 48 B0 RBRE fR#5 %A R
PORTFOLIO CATEGORIES SERVICE LINES SERVICE TYPES
EIRERES EEFEEERE
Government & Strategy Business Continuity Management
EREFEESHEE
EREREREE BRISIRE
MASTERING RI S K& Risk & Compliance Management Data Privacy
COMPLIANCE
BHLZEEIERR
Information Security Management Systems
BpERIEEASIE WEiRZE
Identity & Access Management loT Security
BEZE Tgzs BEIRE AR AR EER
- Network Security Industrial Security CONSULTING TESTING MANAGED
SE =
FE BB R SERVICES SERVICES SERVICES

ERZE ZEAFHIRRRER
Application Security Security Analytics & Detection

RifnZE REEEMHOE
Endpoint Security Incident Response

ERIRGE

Data Protection

ADVANCED CYBER
DEFENSES

S | & | 2o

ELE
Cloud Security

EEWEE
Enterprise Cloud Adoption

ELZEEA

SECURE CLOUD
ADOPTION

BEE
Hybrid Infrastructure

- EHMEEMTHRIIIRS - BREEFGEERESD (AT
NEEBBEIRMNRIEAR) ESHEERED - MIERSS
REFEINER D ~ $5ERE -

A comprehensive, top-down portfolio approach ensures

- ZIR—EEVRIIIRTS - BINIEIERESHIREE « D
EA—REd » BRUhERRE - (REMREE - BhH
FRAEERENER
A globally consistent portfolio, that is far-reaching and
equally deep, gives your organization access to the strategic each stakeholder, from your organization's C-level leaders

guidance, proven processes and best-in-class technology to its technical security practitioners, are involved and

necessary to effectively manage risk, protect critical assets
and thrive in the digital era.

—RFHRES - FRTEEATENREIRIVBELES
RIBHMIZ » RAREMFEZEER > NNREUT I -
A single source for your organization's complete, end-to-end
cybersecurity needs simplified processes, minimizes operating
expenses and helps accelerate your digital transformation.

- DIRFHAED - BNTEESE - tiHRE ~ ITlRSHE
EEATRER o

A service-orientated approach helps you see the full picture
and make informed, actionable and cost-efficient decisions.

- BFInimEineEs  BEAEERER

engaged in the process to ensure necessary buy-in, ongoing
collaboration and long-term success.

BRITENRIIEITRR
J5% » BTSRRI ETANFRS I °

Our end-to-end consulting, testing and managed
services are state-of-the-art, forward-looking solutions that
help you always stay ahead and competitive.

- BFIFTRIRBOULIE2IREENREM - (€556  BRIOED

Bz ERR%BE -
All of our services can be provided worldwide, from
consulting, implementation of solutions to managed services.



TDDE)J/L.\B'J*%CD%EDDJ—_%T GDPR /ifﬁ

Expertise in solutions for GDPR-compliant smart products

82 (BRERIRELZE) (GDPR) ReSARIIEEEREN
ZIREERISIRE SRR - BAKNR 2018 & 5 B 25 B3&H|
4 W OB REER EE GRS IR RO RE L B -
BREEENARBABRDZUEETXIEM - RERIVE
FOJEEEMRSE 2000 BERTTEN 4% TEZHEBAVEIN - &=i%E
ENERMERSE

BEERE TUV SEESER—GNBAOEER » RERS
B MERE - BHEBNARUR TGRS BEFERS
¥ GDPR A2 -

The European Union's General Data Protection Regulation
(GDPR) has been designed to safeguard data privacy, covering
the widest scope of data protection in that regard. It comes into
force on 25 May 2018. Any organisation that sells products or
provides services in the EU and deals with EU citizens' personal
data must abide by the GDPR. Violators may face fines of up

t0 €20 million or up to 4% of their annual worldwide turnover,
whichever is greater.

With expertise in one-stop solutions for smart products, TUV
Rheinland provides testing and consulting services from product
design to marketing and can help clients comply with the GDPR.

HFIEY AR 75
OUR SERVICE

- loT EGEERFFIIEAREERES - EN 303645
Certification of Internet of Things products and
services privacy protection. Follow EN 303645

- loT GRS RTI S5 S

loT products and service solutions assessment

E oo gt B
PRODUCT SCOPE

- loT EEYHBER
. EBTERE
EXREER

loT products
Smart wearable devices
Smart home

=0
B=

BESHERD Smart vehicle systems
EERSEE Smart cameras
BEER SmartTVs

AR 75 7 12
SERVICE PROCEDURES

4-8 [FIRRARFS
4 to 8 week
fast service

BBEEARTS : R RIE—EERD - PEME AR
Application: The client selects a product type and applies
for testing and certification.

e N
F50HR - SPIRHERER - REEITRBLH
Scheduling: The client provides product information, and
we state a price and arrange the test time.

\\§ J
4 7\
ETAR - W EIRREFBAIE
Testing: We test the sample received.
\\§ J
4 7\
FERORE - BIFERIRHRIEHRS
Feedback: After the test, we issue a test report to the
client.
& J
e N

%Q%AADE : ﬁzjﬁﬁ }‘éuﬁg

Certification: We issue a certificate to the client.

A

Protected
Privacy loT
Product

. ®
TUVRheinland

. ®
TUVRheinland

www.tuv.com
ID 0123456789

Protected
Privacy loT
Service

www.tuv.com
ID 0123456789
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Cybersecurity in industrial automation

Bk 0 ENRIZEE L THREHRMIEABRATERNNEHEE - IRFEAENZ 2 RFRBESENE R F@HmIREY » SN
ERHENSREE - At > +2 DR IEANSEZENGIR - EMERERRENT RN TEIE -

Industrial control systems for manufacturing and process automation are increasingly implemented within internal and external
company networks. Thus data transfer between differently safe systems and networks arises, increasing susceptibility for
attacks and failures. It is necessary to prevent internal and external unauthorized access in order to ensure the availability and
integrity of control systems.

NEZ=NBBEALZE
FUNCTIONAL SAFETY AND CYBER SECURITY

- BREALEERENEES BRI EAYREVE LEZEN (ERE) -
Safety-related automation solutions must be functionally safe (Functional Safety).

- EFZENBEEEERTENT AN « RSB -
The objective of security is the availability, integrity and confidentiality of data and functions.

- BRT ST EITEITINRE R S AN - BEIERE TUV BRHERBRZEERMIFSERA -
In addition to qualifying components against Functional Safety, TUV Rheinland offers combined product testing
considering requirements regarding cybersecurity. S Functional

- BUPRE@ARIEE |EC 62443 Fl ISASecure™ RINEHENEREEIRIEL S 46 JEH Safety
R IIEEE R - A Cyber Security
Requirements of the internationally accepted standard IEC 62443 and the TUVRheinland

series of standard ISASecure™ are considered in terms of a security life cycle www.tuv.com

) : ID 0600000000
as well as the functional requirements.

ARER - TDEELE / BEEAZE |
TEST MARK : "FUNCTIONAL SAFETY / CYBERSECURITY"

EEFR TUV Y (e mETZS | ARG ERRET ERIUENRHTHRAMER - ELEREER REZE18k
T o 1RYE IEC 62443 BEZEK » RFEEGRNRCHE R REVEERNM -

The test mark "Functional Safety and Cybersecurity" of TUV Rheinland is applied to electronic / programmable electronic
products, which are applied in safety-related applications. Manufacturers of such products additionally need to apply
measures according to the requirements of the standard IEC 62443.

FRINBEZ EIREN » EF LS HRIRESEE

Apart from the Functional Safety standards the requirements of the following standards are relevant:

- IEC 62443-3-3 : TX@ISHEE - BBEAMEZE - |EC 62443-4-2 + TH:BIEHEE - BBHERMEZE
58 3-3 8 : R EEKRNZERE 55 4-2 8153 ¢ IACS FRFFIRIEBNZEHREK
IEC 62443-3-3: Industrial communication networks |IEC 62443-4-2: Industrial communication networks
Network and system security. Part 3-3: System security Network and system security. Part 4-2: Technical security
requirements and security levels requirements for IACS components

- |EC 62443-4-1 : THEBEREE - BRERMELE - EDSA311: ISA ZEMR AT RIBZERIE - DEeZ 2 1EHE
25 4-1 2D : ERFARER EDSA-311: ISA Security Compliance Institute Embedded
IEC 62443-4-1: Industrial communication networks Device Security Assurance Functional Security
Network and system security. Part 4-1: Product Assessment
development requirements - EDSA-312: ISA ZEMANRBELZERIE - EERREE

4G

EDSA-312: ISA Security Compliance Institute Embedded
Device Security Assurance Software Development
Security Assessment



eI E R ARR
WORKSHOP AND PUBLIC COURSES

TEEBBZE | TENASHARFREEIER
R L BB -
Our workshop and public courses regarding the topic
"Cybersecurity for Industrial Automation" focuses on the
development of safety-ensuring components of a system.

—REASTE S EES S MBRRLNE - BIEFDAENER
FRED

The one day workshop will give participants an overview
about the normative requirements to the architecture of a
system and its implementation and testing.

MEELZEEK
FUNCTIONAL SAFETY REQUIREMENTS

EEREINTEHENZEN - TEREEREE
(%5140 IEC 61508 » EN ISO 13489-1) ZE5EEME
R (SIL) FDMRESHR (PL) 23K B R8RS 5

AT D MIRFENFEANIRIE -

The products are adequately reliable and safe in
accordance with a defined safety level (Safety
Integrity Level (SIL), Performance Level (PL) etc.) of
the relevant standards (for example IEC 61508, EN
ISO 13489-1) and are suitable to be applied in safety
related applications in order to protect human beings
and the environment sufficiently.

13 Y BR 5 3 55
OUR SERVICES COMMITMENT

- LIKIfE—IESER DAKKS & ISASecure™ HIEHHE - 12
HNEEEVEELZERE - IR EREALZEIRE
ETEGRIFAIERE
The only company authorized by German DAkkS and
ISASecure™ to provide one-stop set of international
functional safety standards, European and American
cyber security standards for product testing and
certification

- RERERMEEVIRETERN AR

Workshops and public courses

=RV FAERFZRISE S ¢

BIEEHZEIBRIIZHE |EC 62443-3-3 5 IEC 62443-4-1 ] IEC
62443-4-2 NERNEEHRIIZE - B MBS RIEER
EHNENZEERRBENEITEK -

The 3-day training will be more detailed:

Standards |EC 62443-3-3, IEC 62443-4-1 and |IEC 62443-4-
2 will be discussed and solutions shown. All requirements
necessary to develop a functional safe and secure product
will be presented and discussed.

BEALEEKX
SECURITY REQUIREMENTS

TFEDRBNRSEE  RBEECENZEMRA (£
Al SL 1 ZE SL4) REGIRHFDRE - PILLIRHE
T8 -

Sufficient protection against manipulation and
interference in accordance with the defined
security level (Security Level SL 1 to SL 4) during
the development and for the integration phase of
products.

- BARERMRIIELZE R IR E

Assessment and qualification of QM-systems

- BEEE - EREO

Threat & risk analysis

- BT EEX

Safety audits of networks

- WEEE

Vulnerability scans
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EEFERTUVALER

TUV Rheinland Greater China

ARFFERAR Hotline

+886 2 21721001 (&7 Taiwan)

+852 21921022 (& Hong Kong)

+86 4008831300 (FIEIAPE Mainland China)

®TUV, TUEV and TUV are registered trademarks. Their use will require prior consent.

TUVRheinland®

www.tuv.com Precisely Right.
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